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Abstract—Building a production-level deep learning (DL)
model requires substantial data, computational resources, and
expert knowledge. Therefore, a well-trained DL model is a
desirable asset that can be subject to intellectual property (IP)
theft. Apart from violating commercial interests, the stolen
model facilitates various adversarial attacks and reduces the
cost of building malicious applications. Thus, it is more urgent
today to protect the DL models from leakage and theft. Existing
popular solutions, such as watermarking-based schemes, pro-
vide only passive ownership verification after model theft. In-
stead, we aim to explore an active model IP protection method,
especially for transformer models, which binds a model to
specific hardware using physical unclonable functions (PUF).
By obfuscating model weights with a reversible obfuscation
scheme, Arnold’s Cat Map (ACM), only authorized users (or
hardware) can run the model on authorized machines, thereby
actively preventing model misuse, even if the model is inter-
cepted or leaked. We show that it not only protects model IP by
incurring high accuracy loss without the presence of authorized
hardware, but is also robust to retraining attacks, random
key-guessing attacks, and encrypted-layer leakage attacks. In
addition, our proposed method does not require additional
retraining and incurs little inference overhead in practice. We
believe that our proposed method can be useful and low-cost
for the safe deployment of DL models at the edge. Our code
for the software part is publicly available on GitHub 1.

Index Terms—Intellectual Property, Transformer, Model Steal-
ing Attacks, Physical Unclonable Functions

1. Introduction

Modern deep neural networks (DNNs) have become
indispensable in many applications, driving remarkable
achievements in computer vision, natural language pro-
cessing, and more. Among them, transformer models have
emerged as a predominant architecture across various tasks
due to their superior performance and scalability. These
advanced models typically demand extensive data collection
and massive computational resources for training, making

1. https://github.com/sarendis56/PUF-Transformer-IP-Protection

well-tuned weights a valuable intellectual property (IP) as-
set.

Deploying transformers at the edge (e.g., in smartphones,
IoT devices, or embedded systems) can bring substantial
benefits, such as low-latency inference, reduced cloud de-
pendence, powerful functionality without internet connectiv-
ity, and enhanced user privacy. However, it also introduces
critical security challenges. Once a transformer model is
locally stored on a device, malicious actors may seek to steal
and misuse its parameters. With access to these parameters,
adversaries could create harmful applications with minimal
effort or launch adversarial attacks targeting the original
model.

Although various IP protection strategies [1] have been
proposed for neural networks—ranging from watermarking
schemes to trusted execution environments (TEEs) [2]—they
are often ill-suited for transformers deployed at the edge.
Watermarking techniques require significant retraining ef-
forts to embed ownership information and provide only
a passive ownership verification mechanism rather than
preventing model theft outright. They do not provide any
formal security guarantee and are fragile against various
attacks, such as removal attacks and spoofing attacks [3]–
[11], or when the model is repurposed for other tasks (e.g.,
many black box methods embed and detect “trigger set” for
classification models in the form of pairs of input and output,
which can only be verified when the model is still used for
the same purpose). Meanwhile, TEE-based approaches [2],
[12]–[15] introduce substantial runtime overhead and mem-
ory constraints, which are particularly problematic for large
transformer models. Consequently, there is a need for a
practical and proactive IP protection method that can safe-
guard on-device transformers without requiring retraining or
complicated hardware support.

Against this backdrop, our goal is to actively bind the
transformer model’s execution to a specific hardware device
in order to prevent unauthorized usage—even if an attacker
gains white-box access to the stored parameters. Specifi-
cally, we seek a solution that: (1) ensures only authorized
hardware can correctly run the model; (2) incurs minimal in-
ference overhead; (3) does not require retraining the original
model; (4) does not negatively impact model performance
as previous watermark methods did; (5) maintains platform
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independence by operating solely on model weights without
using framework-specific features; and (6) remains robust
even if attackers have partial access to the training data and
full knowledge of the network architecture.

To address these requirements, we propose a hardware-
bound encryption framework for IP protection of trans-
formers. Our approach leverages (1) Physical Unclonable
Function (PUF) to bind the model to the target device.
Each target device integrates a PUF that reliably derives
a unique cryptographic key based on uncontrollable silicon
variations. This key is never stored on the device, preventing
attackers from extracting it from the memory. (2) Reversible
Weight Obfuscation to effectively scramble the weights in a
reversible yet highly disruptive manner. We selectively en-
crypt the attention and feedforward layers of the transformer
using a lightweight chaotic map (e.g., Arnold’s Cat Map
(ACM)) or secure permutations. The correct PUF-based key
is indispensable for reconstructing the original layer weights
on the authorized device.

• We propose a novel IP protection framework that
locks transformer models so they can execute cor-
rectly only on authorized devices with valid PUF-
derived keys. Hardware-bound ownership verifica-
tion can also be achieved, as the correct derivation
of PUF keys requires the input of a correct owner
ID.

• Our reversible obfuscation does not require retrain-
ing and operates in a layer-by-layer manner for en-
hanced security. Once decrypted on authorized hard-
ware, the model achieves its original performance.

• We show that attackers with white-box access to en-
crypted parameters, partial training data, and knowl-
edge of protected layers cannot feasibly recover or
reuse the scrambled model.

• We demonstrate that inference overhead is minimal
and that our obfuscation process applies to vari-
ous transformer architectures, making it practical for
real-world edge deployments.

The rest of the paper is organized as follows. Sec-
tion 2 introduces background on transformer architectures,
Arnold’s Cat Map, and PUF. Section 3 details our threat
model. Our IP protection framework is presented in Section
4. Section 5 describes our experimental evaluation. We
compare our methods with existing techniques in Section
6 and conclude in Section 7.

2. Preliminaries

2.1. Transformer

Transformers are DL models with strong capabilities
in language modeling [16], computer vision [17], time
series [18], code generation [19], and software security [20],
[21]. A typical transformer [22] consists of a series of
transformer layers stacked together. Each layer has
two main components: multi-head self-attention and

a feedforward network. Fig. 1 illustrates a standard
transformer architecture, with our targets highlighted in
deep blue.

Multi-Head Self-Attention. Given input embeddings
𝑋 ∈ R𝑛×𝑑 , compute the Query (Q), Key (K) and Value
(V) vectors by

𝑄 = 𝑋𝑊𝑄, 𝐾 = 𝑋𝑊𝐾 , 𝑉 = 𝑋𝑊𝑉 ,

and then the attention scores are computed with

Attention(𝑄, 𝐾,𝑉) = softmax
(
𝑄𝐾⊤/

√︁
𝑑𝑘

)
𝑉.

where 𝑊𝑄,𝑊𝐾 ,𝑊𝑉 are three learnable weight matrices for
𝑄, 𝐾,𝑉 , and 𝑑𝑘 denote the dimensionality of 𝑄 and 𝐾

vectors. To better capture multiple types of relationships
(e.g., short-range and long-range) in the sequence at the
same time, we typically split the attention mechanism into
ℎ heads, compute attention individually, and aggregate with
a 𝑊𝑂 matrix:

MultiHead(𝑋) = Concat(head1, . . . , headℎ)𝑊𝑂,

where head𝑖 = Attention(𝑋𝑊𝑄

𝑖
, 𝑋𝑊𝐾

𝑖
, 𝑋𝑊𝑉

𝑖
).

Feedforward Network. The FFN applies two linear
layers with GELU:

FFN(𝑋) = GELU(𝑋𝑊1 + 𝑏1)𝑊2 + 𝑏2.

Residual connections and layer normalization follow each
sub-layer. However, we focus on encrypting multi-head at-
tention and FFN weights, the bulk of the weights in a
transformer model.

Input (n × d)

Embeddings

Positional
Embedding

LayerNorm

Linear Linear Linear Other 
Attn 

HeadsMatMul

SoftMax

MatMul

Linear

Add

LayerNorm

Linear

ReLU

Linear

Add Linear

SoftMax

Output

Transformer 
Architecture

Transformer Layer × n

Layer

Encrypted Layers𝑊𝑄 𝑊K 𝑊V

𝑊O

Figure 1. The block diagram of a standard transformer layer. The compo-
nents targeted by our scheme are denoted in deep blue (see later in Sec. 4.2),
which account for most of the parameters in the transformer layer.

2.2. Arnold’s Cat Map

Arnold’s Cat Map (ACM) is a chaotic transposition
technique originally designed to scramble images as a more
efficient alternative to block ciphers, as image data has a
large capacity and high redundancy. ACM, along with other
chaotic maps, including the Baker Map and Standard Map,
was introduced into image encryption by Fridrich [23] and
later applied to many other uses, such as medical image
protection [24] and voice communication encryption [25].
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The general form of Arnold’s Cat Map is:[
𝑥𝑛
𝑦𝑛

]
= 𝐴𝑛

[
𝑥0
𝑦0

]
(mod 𝑆) (1)

Here, (𝑥𝑛, 𝑦𝑛) denotes the position of the element
(𝑥0, 𝑦0) after 𝑛 iterations. In each iteration, all elements of
the input matrix are shuffled into new positions. 𝑆 denotes
the size of the input matrix. 𝐴 is a square 2 × 2 matrix,
and the determinant of 𝐴 must be ±1 (mod 𝑆) to ensure
the decryption is reversible:[

𝑥0
𝑦0

]
= 𝐴−𝑛

[
𝑥𝑛
𝑦𝑛

]
(mod 𝑆) (2)

There are several forms of ACM applied in prac-
tice [26]–[29]. In particular, Lin et al. [26] adopt a restricted
form with 2 degrees of freedom in 𝐴, where

𝐴 =

[
1 𝑝

𝑞 𝑝𝑞 + 1

]
(3)

We adopt this specific formulation due to its balance of
sufficient chaotic properties for effective obfuscation and its
relative simplicity in implementation and analysis, aligning
with our goal of a lightweight protection scheme. We prove
that this scheme is chaotic in the continuous domain, fol-
lowing the definition in [30] in the Appendix.

Since ACM encryption merely shuffles the input ele-
ments with a specific key, it does not affect the input distri-
butions. This characteristic prevents the formation of outliers
in the weights, as seen in [31]–[34], thereby reducing the
likelihood that an adversary could infer the encrypted layers
and keys through the analysis of these weights [35].

2.3. Physical Unclonable Functions (PUF)

PUF is a hardware security primitive designed based
on uncontrollable and unpredictable manufacturing process
variations [36] in circuit design. A PUF can be mathemat-
ically viewed as an irreversible probabilistic function that
produces a random bit string (the response) given an external
challenge to the circuit:

PUF : 𝐶ℎ→ 𝑅.

PUF(𝑐ℎ) : 𝑟 (𝑐ℎ ∈ 𝐶ℎ, 𝑟 ∈ 𝑅).

where 𝐶ℎ is the set of all external challenges, and 𝑅 de-
scribes the responses produced by the PUF. The challenge-
to-response mapping of a specific PUF is unique and irrepro-
ducible, just as no two people have identical fingerprints due
to natural biological variations, making PUF a promising
technique for generating device-specific keys and hardware
identifiers.

In practice, for better security and robustness against
attacks and random errors, a technique called controlled PUF
(CPUF) is often adopted such that PUFs can only be ac-
cessed via an algorithm that is physically bound to the PUF
in an inseparable way [37], [38]. In particular, the hardware
designer can create the package such that its existence has

a significant influence on the PUF measurement, and any
efforts to tamper with the PUF or probe PUF responses
will change the behavior and destroy the PUF immediately.
Meanwhile, the user or application engages with the PUF
through a controlled and non-bypassable interface to reach
the shared secret. In this work, it is assumed that the
hardware provider incorporates such a control mechanism
within the PUF design, ensuring that a physical adversary
is unable to directly probe the PUF responses.

3. Threat model

Assumptions and Guarantees In our framework, we
assume a deployment environment where transformer mod-
els are executed on edge devices equipped with a robust
PUF design. In particular, 1) Any physical tampering made
to the PUF circuits would destroy the variation property
of the underlying circuit, thus producing the wrong PUF
response to a given challenge. 2) Fuzzy extractor [36],
[39], [40] is implemented to ensure the reliable generation
of PUF response-based cryptographic keys under different
environmental conditions. 3) We assume the PUF readout
interface will be removed after completing the PUF CRP
registration, which ensures that both the users and attackers
do not have access to the PUF keys.

TABLE 1. Summary of the Threat Model

Attacker Information Accessible
Model architecture ✓

Offline Storage Access ✓
Partial Training Data / Downstream Dataset ✓

Runtime Memory Access ×
PUF-derived Keys (Per-device Secrets) ×

Attacker knowledge and capabilities: A checkmark (✓) indicates that the
attacker has access to the corresponding information or resource. A cross
(×) indicates that access is restricted or explicitly denied under our threat
model.

Adversarial Capabilities Table 1 demonstrates the ad-
versarial capabilities. Attackers can examine the encrypted
model parameters and architecture at rest (e.g., from a
file or during transit). The adversaries may hold a subset
of training data or other downstream datasets. And they
have sufficient computing power to attempt to recover the
model accuracy. We acknowledge that timing side-channel
attacks may reveal information about which specific lay-
ers are encrypted. Our security analysis accounts for this
possibility, and the robustness of the system under this
attack is evaluated in Sec. 5.2.2. Additionally, we assume
that the PUF-derived keys are inaccessible by disabling the
PUF readout interface. We further assume that memory
access during model runtime is unavailable. While advanced
attacks [41]–[43] may potentially retrieve plaintext model
weights from memory (e.g., with cold boot attacks [44]–
[47]), our approach can be configured to dynamically de-
crypt each layer during computation and then re-encrypt
them immediately afterward, significantly raising the bar for
such attacks. In addition, existing attacks primarily focus
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on smaller Convolutional Neural Networks (CNNs), while
none of them consider the much larger transformer models.
We encourage future research to develop more sophisticated
attacks on transformer models and against our defense.

4. Proposed Approach

This section presents our proposed approach. As shown
in Fig. 2, the overall framework can be divided into three
stages. In the first stage, the model provider trains the
model using its training expertise, computing resources, and
proprietary datasets. In the second stage, users or compa-
nies request to purchase and deploy the protected model.
The provider interacts with them using a specific protocol,
detailed in Sec. 4.1, encrypts the model weights based on
the identity of the purchaser and the designated device
characteristics derived from its PUF. After the purchase,
the model can be deployed only on the specific machine.
Eavesdropping or stealing weights from storage no longer
makes them usable.

4.1. Secure Deployment Protocol

Securely deploying a transformer model on PUF-
equipped hardware involves a coordinated protocol
among three main entities: Hardware Vendor, Model
Provider, and User. Fig. 3 depicts the protocol, with
numbers denoting the different stages and letters denoting
actions taken by different parties in a stage. Next, we
introduce each stage as follows:

(1) Hardware Acquisition and Registration: (a) The
Hardware Vendor is assumed to be trusted, responsible
for characterizing or enrolling the device PUF, and storing
the PUF CRPs in a secure database 𝐷𝐵. After registration,
the PUF readout interface will be removed completely.
(b) Next, the User acquires PUF-enabled hardware (e.g.,
an FPGA or other domain-specific accelerator) from the
Hardware Vendor, and (c) The Hardware Vendor
will send the device and the unique device identifier DID to
the user.

(2) Model Purchase Request: The User, intend-
ing to deploy a specific DL model, contacts the Model
Provider. In the request, the User provides (or is desig-
nated) their user identifier UID and device identifier DID.

(3) Device-Specific Key Material Retrieval: (a) The
Model Provider, upon receiving a legitimate purchase
request, needs to obtain device-specific key material derived
from the PUF on the User’s designated hardware. The
Model Provider sends DID and the owner identifier
OID to Hardware Vendor. (b) Once the request is re-
ceived, the Hardware Vendor hashes OID to compute
the challenge index 𝐶 and uses it to search for the corre-
sponding response 𝑅 in the database. Then, the Hardware
Vendor computes 𝐾 = ℎ(𝑅 ∥ DID) (where ℎ is a hash
function) and shares it with the Model Provider through
a secure interface, which can be achieved with established
communication protocols [48].

(4) Model Encryption and Configuration: Upon re-
ceiving the device-specific key material 𝐾 via a secure
channel, the Model Provider treats it as an ephemeral
secret. In a secure environment, the key is used a single time
to obfuscate the plaintext transformer model, as illustrated
in Sec. 4.3. Immediately after the encryption, 𝐾 is securely
discarded and is never stored by the provider. This one-time
process effectively binds the model to the unique charac-
teristics of the User’s PUF. The Model Provider also
prepares the necessary decryption configuration that will be
used by the model at runtime. The Model Provider de-
livers the obfuscated model (with decryption configurations)
to the User. The User can then deploy this model on their
designated PUF-enabled hardware.

(5) PUF-Driven In-Situ Decryption: At runtime, the
model queries the on-device PUF to regenerate 𝐾 . This key
exists only ephemerally in volatile memory and is used to
de-obfuscate the model, typically on a layer-by-layer basis
as needed for computation. The User does not have direct
access to the PUF’s raw responses or the intermediate cryp-
tographic keys; these are managed internally by the secure
model execution flow.

This protocol ensures that the obfuscated model remains
non-functional if stolen or copied to a different hardware
device, as the correct PUF responses required for decryption
can only be generated by the original, authorized hardware.

4.2. PUF-based Single-layer Obfuscation

Fig. 4 depicts how we obfuscate one single layer with
hardware support. Firstly, the hardware takes the Model
Provider’s identity OID as input, hashes it, and applies
it to the PUF to generate a corresponding response 𝑅, which
is then integrated with the device identifier DID through a
hash for the master key 𝐾 generation:

𝑅 = PUF
(
ℎ(OID)

)
(4)

𝐾 = ℎ
(
𝑅 ∥ DID

)
(5)

where ∥ denotes concatenation. This master key integrates
information from both the Model Provider and the
devices, ensuring that any incorrect application of the owner-
ship identifier or device mismatches will render the model
inoperable, therefore achieving hardware-bound ownership
verification and preventing unauthorized model redistribu-
tion. This verification can be demonstrated to a third party
by having them provide a claimed Owner ID (OID) to the
authorized device. The party can then observe whether the
model’s high accuracy is restored, which confirms own-
ership without requiring privileged access to the vendor’s
database or direct PUF queries.

We obfuscate multiple layers to improve security. Specif-
ically, we expand 𝐾 using a cryptographic key derivation
function (KDF) to generate layer-specific keys:

𝐾𝑖 = KDF(K) = 𝐾attn
𝑖 ∥ 𝐾FFN

𝑖 (6)

where 𝐾𝑖 denotes the generated key for layer 𝑖. Common
key expansion methods, such as the AES key expansion
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Figure 2. Overview of our proposed framework, which consists of three stages. (1) Model Training: The trainer trains the model using proprietary datasets
and compute resources. (2) Purchase: The model is encrypted and bound to the purchaser’s device using PUF-derived keys, ensuring that the model can
only be deployed on authorized hardware. (3) Deployment: The model remains secure against on-device extraction and server breaches, as unauthorized
decryption is infeasible without the device-specific PUF keys.
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to ensure secure model deployment.

scheme or dedicated KDF [49], can be adopted. Each 𝐾𝑖 is
partitioned into two parts, 𝐾attn

𝑖
and 𝐾FFN

𝑖
, used to obfuscate

the self-attention weights (𝑊𝑄

𝑖
,𝑊𝐾

𝑖
,𝑊𝑉

𝑖
,𝑊𝑂

𝑖
) and the FFN

weights (𝑊1
𝑖
,𝑊2

𝑖
) respectively, ensuring that only authorized

hardware can correctly execute the model while maintaining
efficiency in edge deployment scenarios. We observe that
the attention matrix is typically square for most transformer
models; therefore, we can use the ACM method to encrypt
these matrices. Let ACM(𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑘𝑒𝑦) denote the ACM
encryption, the matrix 𝐴 determined by 𝑝, 𝑞 in Eq. 3 is used
as the ACM key in our proposed method:

𝑊
𝑗′
𝑖

= 𝐴𝐶𝑀 (𝑊 𝑗

𝑖
, (𝑝 𝑗

𝑖
, 𝑞
𝑗

𝑖
)), for 𝑗 ∈ {𝑄, 𝐾,𝑉, 𝑂} (7)

where (𝑝 𝑗
𝑖
, 𝑞
𝑗

𝑖
) are subkeys derived from 𝐾attn

𝑖
by parti-

tioning. To mitigate potential timing side-channel attacks,
where an attacker infers secret data by measuring variations
in execution time, we ensure that our de-obfuscation process
runs in constant time. The execution time of the ACM
operation is determined by the number of iterations, 𝑛,

independent of the secret key values (𝑝 𝑗
𝑖
, 𝑞
𝑗

𝑖
). By fixing

the number of iterations to a constant value, we make
the de-obfuscation time for any given layer constant. This
transforms the dynamic chaotic map into a specific key-
dependent permutation. The security of the obfuscation no
longer relies on the process being dynamically chaotic, but
on the properties of the permutation selected by the true
secret key: the parameters 𝑝 𝑗

𝑖
and 𝑞 𝑗

𝑖
. The underlying chaotic

nature of the ACM system ensures that this key space is
vast and exhibits a strong avalanche effect, where a small
change in the key (𝑝, 𝑞) results in a completely different
permutation.

Unlike attention weights, the FFN weights in transform-
ers are typically not square. The dimension of the FFN
layer is often four times the dimension of the model’s
hidden states/embeddings, which makes ACM encryption
targeting square matrices directly applicable. Instead, we
suggest permuting the FFN weights 𝑊 𝑓

𝑖
( 𝑓 = 1, 2):

𝑊
𝑓 ′
𝑖

= 𝑃(𝑊 𝑓

𝑖
, ℎ(𝐾FFN

𝑖 ∥ 𝑓 )), for 𝑓 ∈ {1, 2} (8)
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Figure 4. Our obfuscation scheme detailed in Sec. 4.

where 𝑃(𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑘𝑒𝑦) denotes the permutation, such as
Knuth Shuffle [50], and ℎ(𝐾FFN

𝑖
, 𝑓 ) is used to calculate the

key for each FFN matrix. We found that this permutation
scheme is very effective in degrading model performance if
incorrect keys are used and is generally much faster than
ACM encryption. However, it is important to note that rely-
ing exclusively on permutation may still present a security
vulnerability, as evidenced in [51], since permutation alone
does not meet the criteria for cryptographic security.

In our proposed scheme, we do not impose constraints
on the specific type of PUF utilized. Nonetheless, it is
important that the PUF consistently generates responses that
can serve as the basis for the required key material. This
can be ensured using the fuzzy extractor mechanism with
error correction incorporated [36]. Thanks to the PUF, the
obfuscation keys are effectively generated only during model
inference on the specific device and are concealed when the
model is in transit or at rest.

4.3. Layer Selection and Model Obfuscation

Obfuscating all transformation layers for model perfor-
mance locking is straightforward but entails a great deal of
computational overhead during inference. To reduce over-
head while maintaining strong robustness, we propose selec-
tively identifying a minimal subset of transformation layers
for encryption. Algorithm 1 outlines the heuristic approach
for the “layer selection” block in Fig. 4, which only needs
to be executed once on the model owner’s side.

The main idea of Algorithm 1 is to identify the layers
that are most accuracy-degrading when encrypted. The al-
gorithm takes as input a pre-trained transformer model with
an initial accuracy 𝑎𝑐𝑐0 and the target accuracy threshold
𝜖 as the stop criterion. This algorithm is run before de-
ploying the model to specific users, so we designate ran-
domly generated keys for analysis. Encrypting with distinct
random keys introduces independent perturbations in each
layer. When multiple layers are encrypted, the perturba-
tions propagate through the network and compound across
layers. By the central limit theorem, the aggregated effect

of these perturbations—despite originating from different
layers—converges to a noise distribution with predictable
statistical properties, provided the perturbations are indepen-
dent, bounded in magnitude, and sufficiently numerous. This
universality in noise distribution ensures that the model’s
output deviates from its original behavior in a consistent
manner, regardless of the specific random keys used. This
aligns with our empirical observations, where different keys
yield statistically indistinguishable performance degradation
under the same encryption configuration (cf. Fig. 6). This
key-agnostic property has favorable implications for our
analysis. While Algorithm 1 is presented with freshly gen-
erated random keys for cryptographic rigor and generality,
our empirical implementation of this analysis uses a single
fixed (but randomly generated) default key. This approach
ensures both efficiency and reproducibility without compro-
mising the validity of the layer impact analysis.

Algorithm 1 Selection of impactful layers
Require: Initial model accuracy 𝑎𝑐𝑐0 and target accuracy

threshold 𝜖 .
Ensure: Layers to be encrypted that will incur sufficient

accuracy drop
1: L𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 ← ∅
2: 𝑎𝑐𝑐𝑐𝑢𝑟𝑟𝑒𝑛𝑡 ← 𝑎𝑐𝑐0
3: while 𝑎𝑐𝑐𝑐𝑢𝑟𝑟𝑒𝑛𝑡 > 𝜖 do
4: 𝑖𝑚𝑝𝑎𝑐𝑡𝑠← ∅
5: for layer 𝑙 ∉ L𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 do
6: 𝑊𝑙 ← {𝑊𝑄, 𝑊𝐾 , 𝑊𝑉 , 𝑊𝑂, 𝑊FFN}
7: 𝐾𝑙 ∼ {0, 1}256 ⊲ Generate random layer key
8: 𝑊 ′

𝑙
← Obfuscate 𝑊𝑙 with 𝐾𝑙

9: Replace 𝑊𝑙 with 𝑊 ′
𝑙

in model
10: 𝑎𝑐𝑐𝑙 ← Evaluate model accuracy
11: 𝑖𝑚𝑝𝑎𝑐𝑡𝑠← 𝑖𝑚𝑝𝑎𝑐𝑡𝑠 ∪ {(𝑙, 𝑎𝑐𝑐0 − 𝑎𝑐𝑐𝑙)}
12: Restore original weights 𝑊𝑙
13: end for
14: 𝑙𝑏𝑒𝑠𝑡 ← arg max𝑙 𝑖𝑚𝑝𝑎𝑐𝑡𝑠
15: Obfuscate the layer 𝑙𝑏𝑒𝑠𝑡 with random 𝐾𝑙 again
16: 𝑎𝑐𝑐𝑐𝑢𝑟𝑟𝑒𝑛𝑡 ← Evaluate model accuracy
17: L𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 ← L𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 ∪ {𝑙𝑏𝑒𝑠𝑡 }
18: end while
19: return L𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑

We systematically evaluate each layer’s contribution to
the model’s accuracy with random keys by 1) temporar-
ily encrypting individual layers (Lines 6-9), 2) measuring
the resulting accuracy drop (Lines 10-11), 3) restoring the
original weights (Line 12), and 4) comparing the impact
across layers (Line 14), encrypting the one with the highest
impact (Line 15). Finally, the set of layers with sufficient
performance degradation is returned. Let this set of layers
be 𝐿 𝜖 . To further enhance security against sophisticated
attacks, such as those attempting to infer keys or reverse
the obfuscation (as discussed in Sec. 5.2.3 and Sec. 5.5.2),
we then augment 𝐿 𝜖 by encrypting a small, fixed number
of additional layers. These extra security layers are critical:
they increase the search space for layer-guessing attacks and
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End User 1 End User 2 End User 3 Same Model Encrypted Differently
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Figure 5. Complete model protection workflow. The model provider identi-
fies impactful layers using Algorithm 1, then encrypts them using hardware-
specific PUF-derived keys, allowing the same model to be securely dis-
tributed to multiple end users with different device-specific encryptions.

disrupt the feedback loop for an attacker. If only the most
impactful layers were encrypted, an attacker who correctly
guesses a single key might see a measurable accuracy
gain, confirming their guess. By adding more encrypted
layers, such single-key verifications become unreliable. We
choose these additional layers randomly, as our investigation
showed no significant benefits from more complex selection
heuristics. This results in the final set of encrypted layers,
𝐿𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 , which includes both the layers critical for accu-
racy degradation and these extra security layers. The total
number of layers in 𝐿𝑒𝑛𝑐𝑟 𝑦𝑝𝑡𝑒𝑑 then determines the required
keys generated by KDF.

As shown in Fig. 5, our complete protection work-
flow begins with the model provider’s trained transformer
model (e.g., ViT-B). Using Algorithm 1, we first identify
the most impactful layers for encryption—those that cause
the greatest degradation in accuracy when obfuscated. We
then augment this set with a few additional, strategically
chosen security layers (e.g., 4 in our evaluation in Sec. 5) to
harden the defense. These selected layers are then encrypted
using device-specific keys derived from each end user’s
hardware PUF, which is facilitated through interaction with
the hardware provider. This approach enables a single model
to be distributed to multiple end users, with each instance
protected by a unique encryption that binds it exclusively to
the authorized hardware. Since each encryption uses differ-
ent hardware-specific keys, the model remains secure against
unauthorized access, even if multiple encrypted versions are
analyzed together.

5. Experiments

In this section, we conduct extensive experiments. We
validate our approach on vision transformers including
ViT [52], Swin Transformer [53], DeiT [54], BeiT [55],
and their multiple variants with different model sizes, input
resolutions, or corresponding quantized versions. Table 2
provides the details of these models and their original model
accuracy (𝐴𝑐𝑐0) trained on the ImageNet dataset. We report
top-1 accuracy in all evaluations. The base-sized and large-
sized models are denoted as ‘B’ and ‘L’, with 12 and 24
transformer layers, respectively. For example, ViT-B denotes
the base-sized ViT model. The input resolution is 224×224

for most models while it is 384 × 384 for models ViT-B-
384, ViT-L-384, and Swin-B-384. The proposed method is
evaluated for both effectiveness (Sec. 5.1) and robustness
(Sec. 5.2). The overhead and ablation studies are also pre-
sented in Sec. 5.3 and Sec. 5.5, respectively. Our solution is
framework-agnostic, so we choose PyTorch and make use of
the Transformer library by Hugging Face 2. When running
Algorithm 1, 𝜖 is chosen to be 0.15%, as random guesses of
1000 classes have only 8.3% probability to be correct more
than 0.15% of the time. The experiments are all carried out
on a single NVIDIA GeForce RTX 4090.

5.1. Effectiveness Test

Our proposed scheme is fully reversible and lossless by
construction. When the model is decrypted on an authorized
device using the correct PUF-derived key, it suffers no
accuracy loss. We empirically verify this in Table 2, which
shows that the decrypted accuracy (𝐴𝑐𝑐𝑑𝑒𝑐) is equal to
the original accuracy (𝐴𝑐𝑐0) across all tested models. The
effectiveness of our protection is therefore measured by the
drastic accuracy drop (𝐴𝑐𝑐′) that occurs when the model
is used without the correct key. Table 2 presents 𝐴𝑐𝑐′ of
the 10 models, and as anticipated, our scheme significantly
diminishes the model’s accuracy even if only a small number
of layers are encrypted. In Table 2, 𝐴𝑐𝑐1(𝑖) presents the
model accuracy after Algorithm 1 has iteratively encrypted
the specific layers (indicated in parentheses by their indices)
required to reduce performance to near random-guess levels
(i.e., meeting the 𝜖 threshold). For instance, for ViT-B,
encrypting layers 0 and then 10 dropped the accuracy to
0.08%. For ViT-L, encrypting only layer 1 is sufficient to
achieve 0.1% accuracy. Following this, a fixed number of
additional layers (typically 4 for base-sized models and 6
for large-sized models) are encrypted to bolster security.
We show in the ablation study (Sec. 5.5.2) that encrypting
fewer layers might lead to higher attack accuracy; however,
our framework still prevents fully recovering the model’s
capability. The 𝐴𝑐𝑐′ row shows the final model accuracy
after all selected and additional security layers are encrypted,
along with the total count of encrypted layers. Empirically,
we found no significant difference between the different
variants of the same model in terms of resolution and weight
precision.

5.2. Robustness Test

5.2.1. Retraining Attack. The attacker may attempt to
reconstruct the model’s capability through retraining, either
in the same application or a different one. To evaluate
the robustness of the proposed approach against retraining
attacks, we assume that the attacker possesses a subset of
the training dataset along with a smaller downstream dataset.
Accordingly, we consider two cases:

Same-application retraining attack. In this scenario,
the attacker retrains the obfuscated model with up to 20%

2. https://huggingface.co/docs/transformers/en/index
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TABLE 2. Models, parameter counts, and baseline vs. locked accuracies.

Model ViT-B ViT-B-384 ViT-L ViT-L-384 Swin-B Swin-B-384 BeiT-B DeiT-B ViT-B-8b ViT-B-4b
Params(M) 86 86 307 307 88 88 86 86 86 86
𝐴𝑐𝑐0(%) 80.33 83.91 81.98 84.96 85.14 86.44 84.54 80.20 80.24 80.20
𝐴𝑐𝑐𝑑𝑒𝑐(%) 80.33 83.91 81.98 84.96 85.14 86.44 84.54 80.20 80.24 80.20
𝐴𝑐𝑐1 (𝑖) (%) 0.08 (0, 10) 0.09 (0, 11) 0.1 (1) 0.1 (1) 0.10 (2-9, 2-8)∗ 0.10 (2-9, 3-1) 0.11 (2, 9) 0.11 (8, 0) 0.07 (6) 0.08 (7)
𝐴𝑐𝑐′(%) 0.10 | 6 0.09 | 6 0.10 | 7 0.07 | 7 0.10 | 6 0.08 | 6 0.14 | 6 0.10 | 6 0.11 | 5 0.10 | 5

𝐴𝑐𝑐0 is the original accuracy. 𝐴𝑐𝑐𝑑𝑒𝑐 is the accuracy after decryption with the correct key, demonstrating full performance restoration. 𝐴𝑐𝑐1 (𝑖) denotes
accuracy after Algorithm 1 has encrypted the layers listed in parentheses. The notation x|y in 𝐴𝑐𝑐′ indicates final accuracy 𝑥% when 𝑦 layers are encrypted.
∗We treat two blocks in Swin Transformer as one layer and use (x-y) to denote the “y-th” layer in the “x-th” stage.

of the original training dataset (i.e., ImageNet in our ex-
periments). Table 3 presents the best final result that the
attacker can obtain in five random retraining experiments.
The results show that the model accuracy stops increasing
after only a few epochs, indicating that even with 20% of
the ImageNet dataset, an adversary is unable to retrain and
achieve the full accuracy of the original model from its
encrypted counterpart.

TABLE 3. Same-application retraining attack results.

Epoch ViT-B [10%] ViT-B ViT-B-384 Swin-B-224 Swin-B-384
1 13.5 32.4 31.0 67.5 66.9
3 41.7 53.9 56.5 71.4 70.5
5 47.1 56.4 59.3 71.4 70.8
10 47.2 56.4 59.3 71.4 70.8
20 47.9 \ \ \ \

ViT-B[10%] is retrained with 10% of the original dataset. Others are
retrained with up to 20% of the original dataset.

Domain-transfer retraining attack. After retraining
with the partial original dataset, the attacker may further
fine-tune the model with a downstream dataset for alternative
purposes. Table 4 presents the model accuracy (%) by fine-
tuning the ViT-B model with downstream datasets CIFAR-
10, CIFAR-100, and Caltech 101. The column “Original"
denotes the model accuracy by fine-tuning the unencrypted
ViT-B model directly, while the columns “ViT-B[x%]"
present the model accuracy the adversary can obtain by
fine-tuning the encrypted model, which is first retrained
with 𝑥% of the original training dataset. Compared with
the column “Original", Table 4 shows that it is difficult for
the attacker to restore full accuracy even under their very
favorable conditions: possessing 20% of the original training
dataset and fine-tuning for a very simple downstream task.
This evidence substantiates the practicality of our framework
in real-world applications and its potential to deter IP theft
of models.

TABLE 4. Domain-transfer retraining attack results on ViT-B.

Downstream Original ViT-B[0%] ViT-B[10%] ViT-B[20%]
CIFAR-10 97.25 76.62 94.01 94.20
CIFAR-100 91.71 46.93 77.93 81.10
Caltech 101 98.16 58.35 91.42 94.47

ViT-B is fine-tuned on CIFAR-10, CIFAR-100, and Caltech 101 with
varying amounts of the original dataset. ViT-B[0%] uses no original data.

5.2.2. Leakage of Encrypted Layers. The proposed
scheme secures the model through the encryption of specific

layers using a PUF-derived key. Existing literature indicates
that schemes which modify the distribution of weights may
present vulnerabilities that invite statistical attacks, thereby
compromising security [35], [56]. Theoretically, both the
ACM encryption and permutation do not alter the distri-
bution of weights. It would be difficult for the attacker to
identify the obfuscated layers without knowing the PUF
response. However, we further discuss the scenario where
the attacker has learned which specific layers of the deployed
model are encrypted. This situation can arise in centralized
deployment and a remote attacker utilizing side-channels.
Prior side-channel studies [57]–[59] show that an adver-
sary with sufficient device access (e.g., co-located on the
same device or granted limited sharing of memory/cache
resources) can measure fine-grained execution patterns and
deduce sensitive information. Such methods can reveal the
moments at which certain weights are decrypted and loaded,
thereby indicating which layers of the model are encrypted
in our scheme.

Once the attacker knows which subset of layers is en-
crypted, one might expect that directly fine-tuning only the
encrypted layer using a smaller dataset could yield a near-
restored model. To examine this threat, we retrained only the
encrypted layers while keeping the rest of the model’s layers
fixed. Table 5 provides the accuracy obtained at various
training epochs. Surprisingly, the accuracy remains substan-
tially worse than the baseline (in contrast to retraining all
parameters, cf. Table 3).

TABLE 5. Fine-tuning only encrypted layers with a subset of the
original dataset.

Epoch ViT-B [20%] ViT-B [10%]
1 7.7 4.7
3 17.3 11.0
5 23.7 14.9
10 31.2 17.9
20 31.2 17.9

Five random experiments are conducted with the best final result reported.
The results are worse than retraining all parameters, as presented in Table
3.

Conceptually, our encryption imposes sufficient entropy
to break the loss landscape of the original weights. When the
attacker focuses only on the encrypted layers, the attainable
performance after retraining is almost as poor as training
from scratch on a randomly initialized model. We observe
minimal gains from allowing more epochs or a larger subset
of data. As interpreting this phenomenon in more depth
may require an investigation into the geometry of the altered
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weight space, we leave detailed theoretical exploration for
future work.

5.2.3. Key Recovery Attacks. Even if an attacker identifies
the encrypted layers, as discussed in Section 5.2.2, a direct
attack would involve attempting to recover the secret keys.
We argue that such key-recovery attacks are computationally
infeasible due to several compounding factors: 1) The key
space is too large for a brute-force search. The combina-
tion of the ACM parameters (𝑝, 𝑞) for attention layers and
the seeds for the FFN permutations presents a vast search
space that makes exhaustive guessing impractical. 2) More
efficient, gradient-based search methods are inapplicable.
The permutation operations central to our obfuscation—both
Arnold’s Cat Map and the Knuth Shuffle for FFNs—are non-
differentiable. This prevents an attacker from using gradient
descent or similar optimization techniques to iteratively find
the correct key. 3) Heuristic-based searches are thwarted by a
strong avalanche effect. A robust encryption scheme ensures
that an incorrect key, even one numerically “close” to the
correct key, produces an output statistically indistinguishable
from random noise. Our experiments, illustrated in Fig. 6,
confirm this property. This lack of a “closeness” metric pro-
vides no feedback to guide an intelligent search, rendering
it no more effective than random guessing.

Figure 6. Sensitivity of model accuracy to key changes. We encrypt the
first layer weights of ViT-B with a random key and test decryption using
different incorrect keys at different distance from the true key of various
distance to the correct one. The y-axis represents relative accuracy, defined
as the ratio of the model’s accuracy with an incorrect key to its original
model accuracy. The plots show that incorrect keys consistently result in
severely degraded performance, demonstrating a strong avalanche effect.

In addition, we consider an extreme scenario where the
attacker is fortuitously able to correctly guess the key for a
specific encryption layer. We examine whether the decryp-
tion of an entire layer yields significant improvements in ac-
curacy, which could inadvertently reveal information about
the correctness of a random guess to an attacker. To evaluate
this, we conduct experiments using three distinct models
(all with the base version, 224 resolution, and 6 layers
encrypted according to the proposed scheme) to determine
if the accurate decryption of any encrypted layer, including
attention and FFN weights, results in notable enhancements
in model accuracy. As demonstrated in Table 6, this action

leads to only minor variations in model accuracy due to the
additional encrypted layers that enhance security.

TABLE 6. Model accuracy change after any layer is totally
decrypted.

Layer ViT-B DeiT-B BeiT-B
1 +0.01% (0) +0.04% (8) -0.04% (9)
2 +0.01% (2) +0.01% (2) -0.04% (0)
3 0% (10) +0.01% (0) +0.03% (5)
4 0% (4) +0.01% (3) +0.01% (4)
5 0% (11) +0.01% (7) 0% (2)
6 0% (5) 0% (1) 0% (6)

For example, +0.01%(0) means the model accuracy increased 0.01% after
decrypting the 0th layer of the ViT-B model.

5.3. Inference Overhead

Managing the inference overhead associated with our en-
cryption scheme is crucial for practical deployment. Our ex-
periments involve a sequential layer-by-layer de-obfuscation
process: for each encrypted layer, the model initially de-
obfuscates the weights, proceeds with the original layer
operation, and subsequently re-encrypts them before moving
to the next layer. This dynamic approach enhances security
by minimizing the time plaintext weights reside in memory.
Figures 7 and 8 systematically evaluate this overhead on both
CPU and GPU platforms for a ViT-B model on ImageNet
dataset with a batch size of 64. The analysis examines two
critical factors: the number of ACM iterations (𝑛) and the
number of encrypted layers. By fixing one factor while
varying the other 3, we can isolate their individual impacts
on total inference time. The evaluation duration for PUF key
generation typically occurs at the microsecond level, which
is negligible compared to the millisecond-scale forward pass
of transformers, and is thus omitted from this analysis.

The results reveal a significant difference in relative
overhead between CPU and GPU execution. On the CPU
(Fig. 7), the baseline forward pass is computationally in-
tensive, making the additional overhead from our scheme
relatively small. For instance, encrypting 12 layers with 3
ACM iterations results in a total overhead factor of just
1.119x. In contrast, the GPU’s highly parallel architecture
accelerates the forward pass more dramatically, causing the
sequential decryption/encryption operations to constitute a
larger portion of the total time. On the GPU (Fig. 8), the
same configuration results in a more substantial 1.671x over-
head when iterating 12 times and 1.580x when encrypting
12 layers.

Across both platforms, the stacked bars clearly show
that the overhead is dominated by ACM operations, while
the FFN permutations add minimal latency. For efficiency,
it is therefore advisable to use a small number of ACM
iterations (𝑛). Our security analysis in Sec. 5.2 confirms that
a small value such as 𝑛 = 3 is sufficient to provide robust
protection. The number of encrypted layers is the primary
lever for balancing security and performance; increasing the

3. When not varied, the constant factors are: 𝑛 = 3 ACM iterations and
6 encrypted layers.
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layer count provides stronger security at the cost of higher,
but predictable, latency.

Figure 7. Inference Overhead on CPU (Batch Size = 64). The stacked bars
show the time breakdown in milliseconds. (a) Performance vs. Number of
ACM Iterations. (b) Performance vs. Number of Encrypted Layers. The
numbers above each bar indicate the total overhead factor compared to the
baseline forward pass.

Figure 8. Inference Overhead on GPU (Batch Size = 64). (a) Performance
vs. Number of ACM Iterations. (b) Performance vs. Number of Encrypted
Layers. Note the significantly lower absolute inference time compared to
CPU, which makes the relative overhead of decryption/encryption more
pronounced.

TABLE 7. Encryption/Decryption Runtimes.

Method Time (seconds) on ViT-B Time on ViT-L Device

AES-CBC 2.30 9.02 CPU
AES-CTR 1.34 5.17 CPU
AES-GCM 1.45 5.18 CPU
TEA 19.63 69.51 CPU
XOR Cipher 3.72 13.47 CPU
Our Method w. CPU 1.19 2.58 CPU

XOR Cipher w. GPU 0.043 0.22 GPU
Our Method 0.044 0.051 GPU

Evaluations are carried out on 330MB ViT-B model and 1161MB ViT-L.
Each experiment is carried out 5 times and the average is taken. For ACM,
𝑛 is set to 3, and the encrypted layers are 6 for ViT-B and 7 for ViT-L,
aligning our previous experiment.

5.4. Comparison

To highlight the advantages of our proposed method, this
section conducts a comparative analysis with existing works,
evaluating both encryption module overhead (Sec. 5.4.1) and
the qualitative IP protection features (Sec. 5.4.2).

5.4.1. Comparison with common encryption methods.
Conventional methods for protecting on-device models often
encrypt the entire model file using schemes like AES, Tiny
Encryption Algorithm (TEA), and basic bitwise operations
(XOR), then decrypt it fully into memory before inference,
as observed in many Android apps [42]. While this secures
the model at rest, it leaves the full plaintext model exposed
during execution, which has been exploited in prior at-
tacks [41]–[43], [67]. Moreover, block ciphers such as AES
are optimized for general data and CPU execution, not for
the structure or redundancy of neural network weights. In

contrast, our ACM-based obfuscation can decrypt weights
one layer at a time during inference and re-encrypt them
immediately after use. This ensures that the full plaintext
model is never simultaneously in memory, reducing vulner-
ability to runtime memory attacks. ACM operations are also
suited for GPU acceleration.

We benchmarked our method against AES (with AES-NI
support), TEA, and XOR (without and with GPU acceler-
ation), evaluating the additional wall-clock time 4 required
for decrypting and re-encrypting a ViT-B model (330 MB)
and a ViT-L model (1161 MB). CPU methods are tested
with an Intel Xeon Platinum 8255C @ 2.50GHz
with 32 cores. For GPU-based methods, only the time spent
on the GPU (excluding CPU-GPU communication time) is
reported. Table 7 shows that our proposed method achieves
the lowest time overhead, even without GPU support, and
is faster than different modes of AES with special hardware
acceleration. In the meantime, it is highly parallelizable and
amenable to GPU acceleration. In particular, our previous
experiments in Sec. 5.1 show that in larger models, our
method requires even fewer layers to achieve satisfactory
accuracy reduction; therefore, it scales more gracefully than
methods like the naive XOR cipher while providing better
security.

5.4.2. Comparison with other IP protection approaches.
Table 8 compares our proposed work with representative
IP protection approaches in the literature. In particular,
the “Retrain” column denotes whether the model owner
needs to retrain the models with additional regularizers or
customized datasets, etc., which often impede convergence
and prolong the training process, while also lacking scal-
ability for a substantial number of users. Although passive
strategies typically do not introduce inference-time overhead
(“Inference Overhead” column), they cannot offer protection
but only provide ownership tracing. Our previous discus-
sions in this section demonstrate that our proposed scheme
achieves sufficient security with a tolerable level of inference
overhead. Our scheme serves as a pilot study to explore
transformer protection. Li et al. [13] address on-device trans-
former deployment by securing layers with weight matrix
permutations within a TEE. However, it suffers from high
inference overhead due to frequent TEE–GPU interactions.
Meanwhile, given the cost of training transformers, models
are often adapted and fine-tuned (e.g., using LoRA [68]).
Attackers with access to permuted weights and the original
public model might align columns to recover the permuta-
tions. Like all encryption-based schemes, our approach does
not hurt model performance (“Acc. Loss” column).

5.5. Ablation Study

5.5.1. Impact of Encrypting FFN. We first performed an
ablation study on the encryption of the FFN layer in the

4. We report the wall-clock time for a single round of decryption and
encryption for fair comparison; in practice, inputs might be evaluated in
minibatches such that this time can be amortized to each input sample in
the batch.
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TABLE 8. Comparison of prior IP protection methods.

Work Type Mechanism Retrain? Target Models Inference Overhead Acc. Loss
Uchida et al. [60] Passive White-box Watermarks Yes ConvNet None ✓
Adi et al. [61] Passive Backdoor Training Yes ConvNet None ✓

Chen and Wu [62] Active Active Control Module Yes ConvNet Low (Anti-piracy module) ✓
M-LOCK [63] Active Data Poisoning Yes ConvNet None ✓
DeepIPR [64] Active Passport-based Verification Yes ConvNet Low (Around 10%) ✓
NNLock [65] Active Weight Encryption No ConvNet Moderate (1.5-2x) ×
Phantom [66] Active Architecture Obfuscation with TEE Yes♯ ConvNet Moderate (3.5x♮) ×♮
ChaoW [26] Active Weight Encryption No ConvNet, RNN Moderate ×
TransLinkGuard [13] Active Weight Permutation No Transformers High (TEE†) ×
Ours Active Weight Encryption No Transformers Low (≈ 0.2𝑥‡) ×

Comparison of DL Model IP Protection Methods. ♯Include neural architecture search for architecture obfuscation, which is about 26 hours for ResNet-18
on CIFAR-10 with a single A6000 GPU. ♮Include the overhead for additional obfuscation layer, TEE latency, and TEE-GPU communication; results on
ResNet 18, SGX2, Top-3 Layer strategy. Though their scheme doesn’t introduce accuracy loss per se, to improve efficiency, they employ 8-bit quantization
when transmitting data between TEE and GPU. †The authors [13] provide a rough estimate of the additional FLOPs incurred by the permutation operations
but lack a comprehensive evaluation accounting for the TEE communication overhead. ‡Assume mini-batch size of 64, ACM iterations set to 3, and extra
encrypted layers set to 4 for a ViT-B.

transformer layers. Table 9 demonstrated the effectiveness
of implementing solely the ACM encryption to attention
weights. The experimental results show that it requires
a considerably larger number of layers to reach a simi-
lar model degradation effect without FFN obfuscation. As
demonstrated in Sec. 5.3, encrypting more layers would
introduce significant overhead, while not obfuscating FFN
has little benefit in inference time. Therefore, our pro-
posed method of encrypting both attention weights and FFN
weights is necessary.

5.5.2. Impact of Extra Security Layers. To empirically
validate our claim that adding more extra layers enhances
security, we conducted a controlled experiment isolating this
variable. We performed retraining attacks on ViT-B models
obfuscated with a varying number of additional security
layers, from zero to four. For each case, the attacker’s best
attempt at recovering performance by retraining the model’s
full parameters with 20% of the original training dataset was
recorded.

The results, presented in Table 10, demonstrate a clear
trend: increasing the number of randomly selected extra
security layers significantly degrades the model’s post-
retraining performance. This enhances the robustness of the
IP protection, as it becomes progressively harder for an
attacker to restore the model’s functionality. We observe that
after adding three extra layers, the attack accuracy begins to
plateau, indicating that a small number of additional layers is
sufficient to provide a strong defense. In practice, the number
of extra layers can be chosen to balance this enhanced
security against a minor increase in inference overhead.

6. Related Works

This section reviews IP protection methods for deep
learning models. We hereby categorize previous efforts into
passive protection and proactive protection.

6.1. Passive Protection

Passive protection (also called reactive protection) in-
volves extracting a unique identifier (fingerprint) from the
target model [69]–[74], embedding watermarks into models
by training with additional objectives [6], [9], [60], [61],
[75]–[80], or utilizing training-free backdoors [9], [81].
These schemes deter theft by enabling model owners to
prove prior possession in disputes. However, they do not pre-
vent unauthorized usage or distribution by adversaries who
run the stolen model privately; additionally, these techniques
are often prone to various attacks, such as removal attacks
and spoofing attacks [3]–[5], [7], [8], [10], [11], [82], [83].
Watermarking techniques often require additional training
or fine-tuning, which may be infeasible for large, ever-
evolving models. Despite their limitations, such methods
can be complementary to the proactive protection described
below.

6.2. Proactive Protection

Proactive schemes aim to block unauthorized inference
from the outset, typically by requiring a correct key or
license. They can be classified based on whether they rely
on weight encryption, trusted execution environment, or
retraining-based mechanisms.

Encryption-based methods. Several works use crypto-
graphic keys to lock neural networks, focusing on minimal
overhead and no additional training. For instance, Alam
et al. [65], Lin et al. [26], and Mukherjee et al. [84]
encrypt weights to prevent unauthorized inference. Goldstein
et al. [85] introduce an obfuscation pipeline secured by a
hardware security module. CoreLocker [34] and NNSplit-
ter [33] specifically focus on identifying a small portion of
key weights to lock the network, which has been shown to
be vulnerable to adaptive attacks [35]. Others leverage PUFs
for hardware-specific encryption (e.g., [86]–[90]), similar to
ours. However, these works primarily focus on CNNs or
MLPs and do not specifically explore transformers, leaving
it unclear how well their techniques scale or adapt to the
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TABLE 9. Model accuracy (%) when encrypting only attention weights.

Steps ViT-B ViT-B-384 ViT-B-8b BeiT-B DeiT-B Swin-B
𝐴𝑐𝑐0 (%) 80.32 83.91 80.24 84.54 80.20 85.14
1 56.46 (11) 60.65 (11) 53.64 (11) 62.67 (1) 75.69 (10) 64.36 (11)
2 13.87 (10) 14.37 (10) 11.35 (10) 8.23 (2) 31.33 (11) 42.16 (10)
3 4.87 (9) 4.83 (9) 3.93 (9) 0.87 (3) 1.04 (9) 12.01 (9)
4 2.01 (8) 2.11 (8) 1.61 (8) 0.50 (6) 0.15 (8) 2.09 (8)
5 0.97 (7) 1.01 (0) 0.74 (7) 0.30 (8) 0.10 (7) 0.63 (7)
6 0.46 (0) 0.45 (7) 0.30 (0) 0.13 (5) 0.09 (5) 0.30 (0)
7 0.21 (6) 0.22 (6) 0.20 (6) – – 0.12 (1)
8 0.17 (5) 0.13 (5) 0.14 (5) – – 0.11 (6)

The number in parenthesis indicates the layer index. We found that encrypting only attention weights
requires more layers to achieve satisfactory performance degradation.

TABLE 10. Impact of extra security
layers on retraining ViT-B.

Num. of Extra
Security Layers

Best Top-1 Acc.
after Retraining (%)

0 69.7
1 68.1
2 58.4
3 54.5
4 56.4

The baseline model required two layers to fall
below the 𝜖 threshold. “Number of Extra Se-
curity Layers” refers to the layers added on top
of these initial two.

unique architectural components of transformers, such as the
attention mechanism.

TEE-based methods. TEE (Trusted Execution Environ-
ment) can protect models during execution [2], [12]–[15],
[32], [66], [91]–[97], permit remote license revocation [14],
and even support federated learning [91], [92]. However,
their limited execution capability and amount of secure
memory allowed (e.g., 128 MB in Intel SGX1 and up to
16 MB for most TrustZone-enabled devices) is insufficient
for large models, leading to significant performance over-
head due to memory swapping [98]. Partitioning models
across TEE and untrusted memory introduces additional
attack surfaces (e.g., side-channels [99]–[104]) and complex
implementation requirements. Notably, recent proposals also
explore multiple GPU TEE designs. However, they either
require hardware modification, which is expensive and slow
for deployment [105], [106], or significant software adapta-
tion for application-level isolation [107], [108]. In contrast,
the PUF design is able to utilize the existing hardware on
the device, such as SRAM and DRAM, and it is relatively
easy to integrate into the software pipeline.

Model-level access control. This line of work incorpo-
rates access control or licensing through additional training
and grants access to model functionality only to users who
possess certain confidential information. Chen and Wu [62]
propose adding an additional transform module and using
adversarial perturbations for access control; Fan et al. [64]
add passport layers, where scale factors and bias terms
are functional only when a “passport” (e.g., a fixed per-
sonal identification picture) is provided. Data manipulation
and backdoor injection [63], [109]–[112] are also common
strategies. While these methods are effective, they demand
retraining with extra objectives, potentially hindering the
model’s ability to converge and possibly leading to increased
complexity or compromises in accuracy. Furthermore, train-
ing separate models for individual users lacks scalability.

Our focus. Most of the solutions above have been
demonstrated on small networks or do not consider attackers
with partial data or fine-tuning capabilities. In contrast, our
approach encrypts transformer models using PUF-driven
keys without retraining. We adopt a lightweight design that
avoids TEE constraints while still providing robust defense
under the white-box settings described in Section 3.

7. Conclusion and Future Work

We propose an active, hardware-bound IP protection
scheme that integrates PUF-based cryptographic key deriva-
tion and ACM-based weight obfuscation. The resulting
model cannot be executed correctly outside the authorized
device, effectively thwarting IP theft and mitigating at-
tacks that rely on stolen models, even under white-box
settings. Unlike watermarking or retraining-based schemes,
our method imposes no changes to the original training
process and adds less than 30% runtime overhead. In our
experiments across popular vision transformer models, lock-
ing only a subset of layers drove the accuracy down to
random levels—and even with 20% of the training data,
fine-tuning the encrypted model could not restore its original
performance.

Looking ahead, there are three clear paths to strengthen
and scale this protection: first, while our current work fo-
cuses on Transformers, the core framework is adaptable to
other architectures, such as CNNs. For the 4D convolutional
kernels, which are typically not square, one could apply a
rectangular chaotic map such as the Baker’s Map [23] in
place of ACM; second, extend and adapt our layer-selection
heuristic to billion-parameter models (e.g., Large Language
models) so that overhead remains manageable even at that
scale; third, while our method only protects the weights
and assumes full knowledge of the architecture, we can
further integrate architectural obfuscation like [66], [113]
to achieve deeper protection [114]–[116]. By offering a
low-cost, framework-agnostic lock on valuable model IP,
our approach takes a practical step toward securing on-
device deep learning, from edge applications to large-scale
deployments.
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Appendix

This appendix provides a formal proof that Arnold’s Cat
Map (ACM), as utilized in our weight obfuscation scheme,
is a chaotic system from a mathematical standpoint, disre-
garding the limitations of finite-precision digital domains.

1. Fundamental Definitions

We first establish the mathematical framework for our
proof by defining a chaotic system and the key metric used
to identify it, the Lyapunov exponent, following [28], [30].

Definition 1 (Chaotic System [28]). A discrete dynamical
system is defined as chaotic if it satisfies two fundamental
conditions:

1) Its dynamics are confined to a globally bounded
phase space.

2) It exhibits sensitivity to initial conditions, which is
mathematically characterized by the presence of at
least one positive Lyapunov exponent.
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The practical meaning of the second condition is pro-
found for cryptography and obfuscation. A positive Lya-
punov exponent implies that two trajectories starting ar-
bitrarily close to each other will diverge exponentially.
This property is known as the avalanche effect, where a
minuscule change in the system’s initial state (or, in our
case, the secret key) results in a completely different and
unpredictable output trajectory (the obfuscated weights).

Definition 2 (Lyapunov Exponent [30]). For a discrete n-
dimensional map 𝐹 given by x𝑖+1 = 𝐹 (x𝑖), the Lyapunov
exponents, 𝜆𝑘 , are calculated as:

𝜆𝑘 = lim
𝑡→∞

1
𝑡

ln( |𝜇𝑘 |) (9)

where 𝜇𝑘 is the 𝑘𝑡ℎ eigenvalue of the matrix 𝐽𝑡 =

𝐽 (x𝑡−1) . . . 𝐽 (x1)𝐽 (x0), and 𝐽 (x𝑖) is the Jacobian matrix
of the map 𝐹 evaluated at state x𝑖 . For a linear map
where the Jacobian is a constant matrix 𝐴, this simplifies
to 𝜆𝑘 = ln( |𝜇𝑘 |), where 𝜇𝑘 is the 𝑘𝑡ℎ eigenvalue of 𝐴.

2. Proof

We now formally prove that the ACM satisfies both
conditions for chaos.

Theorem 1. The general Arnold’s Cat Map, defined by the

transformation matrix 𝐴 =

[
1 𝑝

𝑞 𝑝𝑞 + 1

]
, for any positive

integers 𝑝, 𝑞, is a chaotic system.

Proof. We will prove the theorem by demonstrating that
both conditions from Definition 1 are met.

2.1. Condition 1: Globally Bounded Phase Space. The
ACM transformation is defined on a two-dimensional torus,
which can be represented by the unit square [0, 𝑆) × [0, 𝑆).
The governing equation is:[

𝑥𝑛+1
𝑦𝑛+1

]
=

[
1 𝑝

𝑞 𝑝𝑞 + 1

] [
𝑥𝑛
𝑦𝑛

]
(mod 𝑆) (10)

The modulo 𝑆 operation ensures that for any state vector
(𝑥𝑛, 𝑦𝑛) within this square, the subsequent state (𝑥𝑛+1, 𝑦𝑛+1)
is also mapped back into the same finite region. This space
is, by definition, bounded. Thus, the first condition is satis-
fied.

2.2. Condition 2: Positive Lyapunov Exponent. To satisfy
the second condition, we must show that the transformation
matrix 𝐴 has at least one eigenvalue with a magnitude
greater than 1.

The map is linear, so its Jacobian matrix is the con-
stant matrix 𝐴. According to Definition 2, the Lyapunov
exponents are determined by the natural logarithm of the
magnitudes of the eigenvalues of 𝐴. The eigenvalues, 𝜇, are
the roots of the characteristic equation det(𝐴 − 𝜇𝐼) = 0.

det
( [

1 − 𝜇 𝑝

𝑞 𝑝𝑞 + 1 − 𝜇

] )
= 0 (11)

Expanding the determinant yields:

(1 − 𝜇) (𝑝𝑞 + 1 − 𝜇) − 𝑝𝑞 = 0 (12)
𝑝𝑞 + 1 − 𝜇 − 𝑝𝑞𝜇 − 𝜇 + 𝜇2 − 𝑝𝑞 = 0 (13)

𝜇2 − (2 + 𝑝𝑞)𝜇 + 1 = 0 (14)

We solve for the eigenvalues 𝜇 using the quadratic
formula:

𝜇 =
(2 + 𝑝𝑞) ±

√︁
(2 + 𝑝𝑞)2 − 4
2

(15)

=
(2 + 𝑝𝑞) ±

√︁
4𝑝𝑞 + (𝑝𝑞)2

2
(16)

Let us analyze the larger eigenvalue, 𝜇1:

𝜇1 =
(2 + 𝑝𝑞) +

√︁
4𝑝𝑞 + (𝑝𝑞)2

2
(17)

For any positive integers 𝑝, 𝑞 ≥ 1, the product 𝑝𝑞 ≥ 1.
Consequently, the term under the square root, 4𝑝𝑞 + (𝑝𝑞)2,
is strictly positive. This allows us to establish a lower bound
for 𝜇1:

𝜇1 >
2 + 𝑝𝑞

2
= 1 + 𝑝𝑞

2
(18)

Since 𝑝𝑞 ≥ 1, it follows that 𝑝𝑞

2 ≥ 0.5, and therefore:

𝜇1 > 1.5 (19)

We have proven that the magnitude of the larger eigenvalue,
|𝜇1 |, is strictly greater than 1. The corresponding Lyapunov
exponent, 𝜆1, is:

𝜆1 = ln( |𝜇1 |) > ln(1.5) > 0 (20)

Since we have found at least one positive Lyapunov expo-
nent, the second condition for chaos is satisfied.

For completeness, the product of the eigenvalues is
𝜇1𝜇2 = 1. Since 𝜇1 > 1, the second eigenvalue 0 < 𝜇2 < 1
yields a negative Lyapunov exponent 𝜆2 = ln( |𝜇2 |) < 0,
which corresponds to a contracting direction necessary to
keep the system bounded. Therefore, our method is not
hyper-chaotic [30], where more than one Lyapunov exponent
is positive.

While our proof demonstrates that the ACM is mathe-
matically chaotic, any digital implementation operates in a
finite state space. Consequently, the transformation is ulti-
mately periodic and not strictly chaotic in the mathematical
sense, a phenomenon known as chaos degradation [117].

However, we argue that, for the purposes of crypto-
graphic security, this distinction is inconsequential. The
cycle periods of the map are designed to be astronomi-
cally long, rendering the periodicity practically unobserv-
able. Crucially, the system retains its sensitivity to initial
conditions. Therefore, the digital implementation of ACM
serves as a secure and effective pseudorandom permutation
for our IP protection framework.
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